Ohio Department of Job and Family Services

INSTRUCTIONS FOR COMPLETING JFS 07078, CODE OF RESPONSIBILITY

FILING OUT JFS 07078

Ohio Department of Job and Family Services

CODE OF RESPONSIBILITY
* PLEASE PRINT *

Mame: {First, A4l Lasfl o Waork Phone: e Supervisor's name and S0OUID: o_
County: g County A.B [COJFS GEEA PCEA) | State Office: Bureau.fﬂfﬁr.e:o
Primary Work Sfreet Address: e Non-state Email.ﬂddr\esi:

Cell Phone: Work Email Address:

Prior State or County Worker: (new | Existing or previous RACF LJFS 1D/ 50UID:
user on esd NoO

@ AGENCY TYPE: [0 ODJFS [0 Mon-ODJFS State [0 County [ LocalGowt. [ Private/non-profit [ Federal
Contract Company Mame: Contract Telephone No: Contract Expiration Date:
[ Contract Employee Q @ @

ACCESS REQUESTED: (Local Security Coordinator/Supenisor use only)
[ ODJFS network | [ ODJFS email | [ CRISE Mainframe ‘ [ SETS O sacwas ‘ 0O vPN

OTHER access: Business Role: @

PLEASE READ CAREFULLY

EBecurity and confidentiality are a matter of concem for all users of the Ohio Depariment of Job and Family Services (ODJF3) information systems and all other

persons who have scoess to ODJFS confidential dsts. Each person that is entrusted with an authorized |D fo acecess ODJFS systems, holds a position of trust

relative to this information and must recognize the responsibifties entrusted to him/her in presemving the security and confidentiality of this information.

Confidentislity requiremnents contsined in law include, but are not limited to, 45 CFR Parts 180 and 184 (HIPAA—45 CGFR 184.501); 42 CFR 431.200 through

431.307: 5 USC 552a; 45 CFR 205.50; 7 CFR 272 1(c); Ohio Revised Code (ORC) sections 510127 through $101.30, 5101.98, 3107.17, 3107 .42, 310700,

2121.804, 2121.800, 3121.00, 3125.08, 3125.50, 3125.50, 4141.21, 4141.22, 4141.00, and 5160.45; and OAC rules 4141-43-01 through 4141-43-03, 5101:1-1-

032, 5101:1-1-38, and 5101:4-1-13.

An authorized user's conduct either on or off the job may threatzn the security and confidentiality of this information. It is the responsibility of every user to know,

understand and comply with the fallowing:

1. | acknowledgs receiving and agre= to sbide by the ODJFS Code of Respansibility Policy (IPP 3822), the ODJFS Information Security Policy (IPP 3001).
and ODJFS Computer and Information Systems Usage Policy (PP 10002). Thess policies, svailsble via the ODJFS |pgaridish. or upon request, can slso
be provided by either my supervisor or the QDJFS Access Contral Unit. It is my responsibifity, as the person reguesting access, to become familiar with
these policies.

2. lwall npet make or permit unauthonzed uses of any infarmation maintained by ODJFS, regardless of the medium inwhich it is kept

3. lwill only access information about recipients of ODJFS benefits or services, or sbout ODJFS employees, that is collzcted and maintained on ODJFS or
state computer systems for thase purposes authonzed by ODJFS, and as directly related to my official job duties and work assignments for, and on behalf
of. Q0JFS andfor a federal owersight agency.

4. | will not ==&k to benefit personally ar permit others to benefit personally from the use or release of any confidential information [as identified in federal and
state laws and regulations) which has come ta me by virtue of my work assignment.
| will mot exhibit or divulges the contents of any record to any person sxcept in the conduct of my work assignment or in accordance with the policies of

DJFS.

5

&, Iwill not knowingly include or cause to be included in any record ar report falze, inascurate or misleading information.

7. lwill not remove or cause to be removed copies of any official record or reper from any file from the office where it is kepi, except in the normal conduct of
my wark assignment and in accordance with the policies of ODJFS.

2. lwill not wiclate rules andior regulations concerning access andflor impropery use security eniry cards or codes for contralled areas.

9. lwil not divulge or share either my security code(s) (e.g.. sign-on. password, key card, PIN, ete.) or the security code(s) of any other person or entity who
performs waork for or with, receves bensfits from, or who sccesses ODJFS systems andlor facilities.

10, Iwill imrmediately report any violation of this code of responsibility to my supervizor andfar the 0I5 Access Contral Unit.

11, lwill not 2id. abet or act in conspiracy with another or others to violste any part of this code.

12, | will treat all case record material 35 confidential, and will handle Federal Tax Information (FTI) matenal with exira care. | undersiand that Internal Revenus
Code Sections 7213a), 72134 and 7421 provide civil and criminal penalties for unauthorized inspection or disclosure. Thess penalties include a fine of up
1o 5000 and'or imprisonment of up 1o 5 years.

13. 1 will also comply with the t=rms of any business asseociate or data sharing agreement that has besn entzred into by my employer.

In addition to applicable sanctions under federal and state regulations, violations of this policy will be reviewed on a ca: -
case basis and may result in disciplinary action up to and including removal.

| have read, understand and will comply with this ODJFS Code of Responsibility.

Applicant Signature @ Date

Supervigor Signature Date
@ FOR Access Control Use ONLY

1. Ferm Instructions: hitp:dinnenweb/omis/infoSecurity/infoSecindex shiml
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FILLED OUT BY PERSON REQUESTING ACCESS (MARKED IN RED)

w N

o aksoT

© N

10.

11.
12.

13.

14.

15.
16.
17.
18.
19.

Name: First, Middle initial, Last
Work Phone: Phone number of primary office.
Supervisor's name and SOUID
a. Supervisor = State/County direct supervisor of individual, person they will be reporting to.
SOUID = Same as ID used to log into MyOhio site.
County: County individual’'s primary office is located in or County where agency is located.
County Agency: (if applicable) CDJFS, CSEA, PCSA
State Office: (if applicable) State office where user is located, such as State Office Tower, Dayton Call
Center, etc.
Bureau/Office: (if applicable) Department individual works in, such as Workforce Development, OIS, etc.
Primary Work Street Address: Address of individual’s primary office.
Non-State Email Address: An email address external from ODJFS (i.e. does not end in @jfs.ohio.gov).
a. This email address is required if individual wishes to use the self-service portal to reset their
password.
b. This email address may be personal one (Such as gmail.com, outlook.com, etc.)
Date of Birth: (Optional) If provided, it will assist verifying the id of an individual for items such as
password resets.
Cell Phone: (optional) A cell phone number where you can be reached.
Work Email Address: Individual’'s work email address (may be left empty if email account still needs to
be created).
a. Contractors must provide the email address from their company. The form will not be processed
without it.
PW Recovery Pin: (optional) A 4-digit number selected by the individual to be used for verification of
identity when requesting a password reset.
Prior State or County Worker: Indicates if individual has worked in the past for the State of Ohio or a
County Agency. Select yes or now.
Existing or previous RACF/JFS ID/SOUID: Provide any current or previous ID listed.
Agency Type: Check off type of agency/group individual is working for.
Contract Company Name: If individual is contractor, the name of the company they work for
Contract Telephone No: Main phone number of company contractor works for.
Applicant Signature/Date: Sign and date form. This must be a physical signature.

FILLED OUT BY SUPERVISOR/PROJECT MANAGER. (MARKED IN BLUE)

20.
21.

22.
23.

Contract Expiration Date: Date for end of contract, required for all contractors.
Access Requested: Check/Write in access being requested.

a. Note: VPN access will require the filling out of an additional form.

Business Role: Position that requires requested access.
Supervisor Signature/Date: Sign and date form. This must be a physical signature.
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